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1. Policy Statement 

 

1.1 The operational activities of River Clyde Homes (RCH) and those of its subsidiary 
company, River Clyde Property Management (RCPM) require the processing of significant 
amounts of data including personal data relating to customers, employees and other data 
subjects with whom RCH or its subsidiary have a relationship with. 

 

1.2 This policy sets out RCH’s and RCPM’s duties as controllers in relation to the processing 
of that personal data and provides a framework for ensuring compliance with the relevant 
legislation. 

 

1.3 RCH is committed to respecting the privacy of individuals and protecting their data. 

 

2. Scope 

 
2.1 All employees, workers, Board Members, Committee Members and volunteers of both 

RCH and its subsidiary have a responsibility to adhere to the terms of this policy and the 
related documentation referred to in this policy. 
 

2.2 This policy is available, on request, in different languages and in other formats such as 
large print, audio format and braille as required. 
 

3. Definitions 

 
3.1 “Personal Data” is defined as information from which a living individual can be identified, 

either by that data alone, or in conjunction with other data. (Also referred to as personal 
information.) 
 

3.2 A “Data Subject” is a living individual identified or identifiable by personal data. 
 

3.3 “Special Categories of Personal Data” is personal data that reveals an individual’s racial or 
ethnic origin, political opinions, religious or philosophical beliefs, or trade union 
membership; data concerning an individual’s health, sex life or sexual orientation; or the 
processing of genetic or biometric data for the purpose of uniquely identifying an individual. 

 

3.4 A “personal data breach” means a breach of security leading to the accidental or unlawful 
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data 
transmitted, stored or otherwise processed. 

 

4. Policy Principles 

 
Lawfulness, Fairness and Transparency Principle 
 

4.1 RCH and its subsidiary will ensure adherence to this principle by ensuring there is a lawful 
basis for each of its processing activities involving personal data, by being clear and open 
with individuals about how their information is used and not misleading individuals about 
the purposes for which their data is used. 
 
Lawful Grounds for Processing 
 



River Clyde Homes – Data Protection Policy 

 
26/08/2019  Page 4 of 28 

4.2 RCH and its subsidiary are permitted to process Personal Data on behalf of data subjects 
provided they are doing so on one of the following grounds: 

 the processing is necessary for entering into, or for the performance of, a contract, 
with the data subject; 

 the processing is necessary for the compliance with a legal obligation; 

 the processing is necessary to protect the vital interests of the data subject or 
another person; 

 the processing is necessary for the performance of a task carried out in the public 
interest or in the exercise of the RCH’s official authority; 

 the processing necessary for the purposes of legitimate interests; or 

 the processing is with the consent of the data subject. 

 

Consent 

 

4.3 Consent as a ground for processing will require to be used from time to time, where no 
other alternative ground for processing is available. In the event that RCH or its subsidiary 
require to obtain consent to process a data subject’s Personal Data, it shall obtain that 
consent in writing.  The consent provided by the data subject must be freely given and the 
data subject will be required to sign a relevant consent form if willing to consent.  Any 
consent to be obtained must be for a specific and defined purpose (i.e. general consent 
cannot be sought) and the appropriate records of consent must be maintained.  
 
Processing of Special Categories of Personal Data 
 

4.4 When processing Special Categories of Personal Data an additional condition must be 
satisfied for the processing to be lawful. These are the conditions which are likely to be of 
relevance to RCH: 

 The data subject has given explicit consent to the processing of this data for a 
specified purpose; 

 Processing is necessary for carrying out obligations or exercising rights related 
to employment or social security; 

 Processing is necessary to protect the vital interest of the data subject or, if the 
data subject is incapable of giving consent, the vital interests of another 
person; 

 Processing is necessary for the establishment, exercise or defence of legal 
claims, or whenever court are acting in their judicial capacity; 

 Processing is necessary for health and social care purposes, including the 
assessment, by a health professional, of the working capacity of an employee; 
and 

 Processing is necessary for reasons of substantial public interest. 
 

4.5 Where condition 4.4.2 or 4.4.5 is relied upon there must be the appropriate policy 
document in place. 
 
Privacy Notices 

 

4.6 RCH and RCPM will provide their customers, staff and any other relevant individuals with 
concise, intelligible information about the processing of personal data in clear and plain 
language and in an easily accessible form. This information will be communicated primarily 
in the form of Privacy Notices, both hardcopy and electronic, detailing the required fair 
processing information. The Customer or Worker Privacy Notice will be provided, as 
appropriate, to an individual at the point of data collection and where the information is 
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received from a third party (for example where details of a factored owner are received 
from a solicitor), this information will be provided to the individual when the first 
communication with them is made and no later than one month after their data is received. 
 
 
Data Subject Rights 

 

4.7 RCH will notify individuals of their rights in relation to their personal data via the Privacy 
Notices and enable them to exercise these rights. The Rights of the Data Subject 
Procedure details how requests from data subjects should be dealt with.  
 

4.8 Data subjects have:  
 

 the right to be informed; 

 the right of access; 

 the right to rectification; 

 the right to erasure; 

 the right to restrict processing; 

 the right to data portability; 

 the right to object; and 

 rights in relation to automated decision making and profiling. 
 
Purpose Limitation Principle 

 

4.9 RCH and RCPM will process personal data only for specified, explicit and legitimate 
purposes and will not process any personal data in a manner which is incompatible with 
those purposes. 

 

Data Minimisation Principle 
 

4.10 RCH and RCPM must ensure that processing of personal data is adequate, relevant and 
limited to what is necessary in relation to the purposes of processing. 

 

Accuracy Principle 
 

4.11 RCH and its subsidiary have a duty to ensure that personal data is accurate and, where 
necessary, up to date. Where possible customers and employees will be provided with 
methods to check and amend their data. 

 

Storage Limitation Principle 
 

4.12 RCH and RCPM must not retain data longer than is necessary for the purposes of 
processing. All personal data will be reviewed in accordance with the periods specified in 
the Data Retention Schedule and then deleted or destroyed. 

 

Integrity and Confidentiality Principle 
 

4.13 RCH and its subsidiary will ensure that appropriate technical and organisational security 
measures exist to ensure the confidentiality, integrity and availability of personal 
information. 
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4.14 All Personal Data held by RCH, or its subsidiary, must be stored securely and protected 
against unauthorised use and access. 

 

4.15 Further information relating to the proper handling of personal data can be found in the 
Information Security Policy, Acceptable Use of IT Facilities Policy and the Clear Desk 
Guidance. 
 

Accountability Principle 
 

4.16 RCH and RCPM must be able to demonstrate compliance with the principles stated above. 
We will do this:  

 through the adoption and implementation of this policy and supporting procedures; 

 maintaining documentation of our processing activities, including processing 
purposes, data sharing and retention;  

 ensuring written contracts are in place with organisations that process personal data 
on our behalf;  

 implementing appropriate security measures;  

 recording and, where necessary, reporting personal data breaches;  

 taking a ‘data protection by design and default’ approach; and 

 carrying out data protection impact assessments for uses of personal data that are 
likely to result in high risk to individuals’ interests. 

 

Data Sharing  
 

4.17 RCH shares its data with various third parties for numerous reasons in order that its day to 
day activities can be carried out.  To enable RCH to monitor compliance by these third 
parties with Data Protection laws, we will require the third party organisations to enter into 
an agreement with RCH governing the processing of data, security measures to be 
implemented and responsibility for breaches. 
 
Personal Data sharing with ‘Processors’ 
 

4.18 A ‘processor’ is a third party that processes personal data on behalf of RCH, and are 
frequently engaged if certain work is outsourced (e.g. maintenance and repair works). 
 

4.19 Data processors must ensure they have appropriate technical security measures in place, 
maintain records of processing activities and notify the controller, if a data breach is 
suffered. 

 

4.20 If a data processor wishes to sub-contract their processing it must obtain prior written 
consent from the controller to do so.  Upon a sub-contracting of processing, the data 
processor will be liable in full for the data protection breaches of their sub-contractors. 

 

4.21 Where the RCH contracts with a third party and the contract entails the processing of 
personal data, it shall require the third party to enter into a contractual agreement in 
accordance with our model clauses. 
 
Personal Data sharing with ‘Joint Controllers’ 

 

4.22 Personal data is from time to time shared with third parties who jointly determine the 
processing purposes of the shared data. In such instances both RCH and the third party 
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will be processing that data in their individual capacities as data controllers and RCH will 
require the third party to enter into a Data Sharing Agreement. 

 

Data Breaches 
 

4.23 Data breaches and potential data breaches must be reported internally in line with the Data 
Breach Reporting and Response Procedure to enable RCH to assess the data breach, 
take appropriate action and meet its external reporting duties, to the Information 
Commissioner’s Office (ICO). Additionally RCH must assess whether the breach is likely to 
result in a high risk of individuals’ rights and freedoms being adversely affected and if so, 
inform those affected without undue delay. 

 

4.24 Personal data breaches include, but are not restricted to, the following: 
 

 access by an unauthorised third party; 

 deliberate or accidental action (or inaction) by a controller or processor; 

 sending personal data to an incorrect recipient; 

 computing devices containing personal data being lost or stolen; 

 alteration of personal data without permission; and 

 loss of availability of personal data. 

 

Data Protection Impact Assessments 
 

4.25 A Data Protection Impact Assessment (DPIA) is a means by which we can identify and 
reduce the risks that our operations have on the personal privacy of data subjects as well 
evidencing our compliance with data protection legislation. 
 

4.26 The DPIA template, available on the intranet, should be used for any major new project 
involving the use of personal data.  

 

4.27 A DPIA must also be carried out where a project or a new processing activity is “likely to 
result in a high risk” to an individual’s privacy. The criteria below may be indicators of likely 
high risk processing. If two or more are present a DPIA should be carried out. 

 

 evaluation or scoring; 

 automated decision-making with legal or similar significant effect; 

 systematic monitoring; 

 sensitive data or data of a highly sensitive nature; 

 data processed on a large scale; 

 matching or combining datasets; 

 data concerning vulnerable data subjects; 

 innovative use or applying new technological or organisational solutions; or 

 preventing data subjects from exercising a right or using a service or contract. 
 

4.28 A DPIA must also be carried out when any of the following circumstances apply: 
 

 systematic and extensive profiling with significant effects; 

 large scale processing of special category or criminal offence data;  

 systematically monitoring publicly accessible places on a large scale; 
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 decisions about an individual’s access to a product, service, opportunity or 
benefit that is based to any extent on automated decision-making (including 
profiling) or involves the processing of special category data; 

 any profiling of individuals on a large scale; 

 combining, comparing or matching personal data obtained from multiple 
sources; 

 using the personal data of children or other vulnerable individuals for marketing 
purposes, profiling or automated decision-making, or if you intend to offer 
online services directly to children; or 

 where the processing is of such a nature that a personal data breach could 
jeopardise the physical health or safety of individuals. 

 
4.28  A DPIA must also be carried out where any of the following circumstances apply in 

combination with one or more of the criteria listed at paragraph 4.27: 

 processing biometric data;  

 processing genetic data; 

 innovative technology, including novel applications of existing technology; 

 collecting personal data from a source other than the individual without 
providing them with a privacy notice (‘invisible processing’); and 

 tracking individuals’ location or behaviour. 
 
4.29 In the event that a DPIA identifies a high level of risk which cannot be reduced, RCH will 

require to consult with the ICO before commencing the processing activity.  The Data 
Protection Officer will be responsible for such reporting, and where a high level of risk is 
identified by those carrying out the DPIA they require to notify the Data Protection Officer 
within five working days. 

 

5. Related Documents 

 

 Rights of the Data Subject Procedure 

 Data Breach Reporting and Response Procedure 

 Information Security  & Acceptable Use of ICT Facilities Policy 

 Openness and Confidentiality Policy 
 

6. Responsibility for Implementation 

 
6.1 The Chief Executive has ultimate responsibility for compliance with the law on data 

protection and for enforcing compliance in relation to this policy. 
 

6.2 The responsibility for day to day implementation of this policy has been delegated to the 
Executive Director, Group Services, as policy owner. 
 

6.3 Heads of Services and Managers are responsible for ensuring procedures are in place to 
comply with this policy. 
 

6.4 The Data Protection Officer will be responsible for: 

 monitoring the organisation’s compliance with the policy and data protection law; 

 for providing advice and guidance on the application of the policy; 

 reporting breaches or suspected breaches to the ICO and data subjects; 

 co-operating with and serving as the organisation’s contact for discussions with the 
ICO. 
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6.5 All employees must comply with this policy as a requirement of their terms and conditions 

of their employment and in conjunction with the Employee Code of Conduct; failure to do 
so may result in disciplinary proceedings and in certain circumstances disclosing or using 
personal data in breach of this policy may also be a criminal offence. 
 

6.6 Any non-compliance must be reported to the relevant responsible manager who must 
report the matter to the Data Protection Officer. 

 
 

7. Related Legislative and Statutory Framework 

 

7.1 The relevant legislation in relation to the processing of data is: 

 the General Data Protection Regulation (EU) 2016/679 (“the GDPR”); 

 the Data Protection Act 2018; 

 the Privacy and Electronic Communications (EC Directive) Regulations 2003 (as may 
be amended by the proposed Regulation on Privacy and Electronic Communications); 
and 

 any legislation that, in respect of the United Kingdom, replaces, or enacts into United 
Kingdom domestic law, the General Data Protection Regulation (EU) 2016/679, the 
proposed Regulation on Privacy and Electronic Communications or any other law 
relating to data protection, the processing of personal data and privacy as a 
consequence of the United Kingdom leaving the European Union. 

 
7.2 RCH will meet all legal obligations and comply with legislation in relation to this policy 

subject. 

8. Equalities Impact Assessment 

 
8.1 An Equality Impact Assessment has been undertaken and all relevant requirements have 

been met. 
 

9. Policy Review 

 
9.1 This policy will be reviewed every three years unless amendment is prompted by a change 

in legislation, or monitoring and reporting reveals that a change in Policy is required 
sooner. 
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Appendix 1 – Retention Schedule 

Data Retention Periods 

The table below sets out retention periods for Personal Data held and processed by RCH.  It is 

intended to be used as a guide only.  RCH recognises that not all Personal Data can be processed 

and retained for the same duration, and retention will depend on the individual circumstances 

relative to the Data Subject whose Personal Data is stored. 

Type of record Suggested retention time 

Current Tenant Files Duration of tenancy 

Former Tenant Files 

Only information still required for purpose collected, or to 

defend claim. 

Arrears records 

5 years  

 

Relevant information retained until 

debt prescribes. 

ASB case files 5 years or until the end of 

legal action 

Lease documents 5 years after lease termination 

Housing Benefit Notifications 2 years  

Applications for 

accommodation 

Until superseded (while current 

application – reviewed annually)  

Right to buy documentation 10 years from date of sale 

 

Personnel files: current employees  Duration of employment 

Personnel files: former employees 

Only information still required for purpose collected or to 

defend claim. 

5 years from date of termination of 

employment 

Redundancy details, calculations of payments, refunds, 

notification to the Secretary of State 

6 years from the date of the 

redundancy 

Application forms, interview notes 6 months from date of selection 

decision.   

Documents proving the right to work in the UK 2 years after employment ceases. 

Facts relating to redundancies 6 years if less than 20 

redundancies.  12 years if 20 or 

more redundancies. 
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Payroll records 3 years after the end of the tax year 

they relate to 

Income tax, NI returns, correspondence with tax office At least 3 years after the end of the 

tax year they relate to 

Retirement benefits schemes – notifiable events, e.g. 

relating to incapacity 

6 years from end of the scheme 

year in which the event took place 

Pensioners records 12 years after the benefit ceases 

Statutory maternity/paternity and adoption pay records, 

calculations, certificates (MAT B1s) or other medical 

evidence 

3 years after the end of the tax year 

to which they relate 

Parental Leave 18 years 

Statutory Sick Pay records, calculations, certificates, self-

certificates 

3 years 

Wages/salary records, expenses, bonuses 6 years 

Records relating to working time 2 years from the date they were 

made  

Accident books and records and reports of accidents 3 years after the date of the last 

entry 

Health and Safety assessments and records of 

consultations with safety representatives and committee  

Permanently  

Health records During employment and 3 years 

thereafter if reason for termination 

of employment is connected to 

health 

Documents relation to successful tenders  5 years after end of contract  

Documents relating to unsuccessful form of tender 5 years after notification  

Minutes of Board meetings Permanently 

Board/ Committee Papers Permanently 

Board Members Documents 5 years after cessation of 

membership 

Membership records 5 years after last contact 

Minute of factoring meetings Duration of appointment 

CCTV recordings 14 days 
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Call recordings  13 weeks 

Debt management records Until debt prescribes, 5 years from 

debt last acknowledged (payment 

made or debtor acknowledged 

debt). Where decree granted in 

respect of the debt, 20 years from 

date of decree. 
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Appendix 2 – Customer Privacy Notice 

 

Registered Office: Roxburgh House, 102-112 Roxburgh Street, Greenock, PA15 4JT 

 

Customer Privacy Notice 

River Clyde Homes is committed to protecting the privacy and security of your personal 
information.  

As a social landlord and property factor we require to process personal information to deliver our 
services. 

This privacy notice describes how we collect and use personal information and your rights in 
relation to your personal information. It applies to housing applicants, tenants, owners of 
properties that we factor, and other service users. 

We are registered as a data controller with the Information Commissioner. 

 

Where does your personal information come from? 
 
We collect information about you and your family directly from you, for example, when: 

 you apply for housing with us; 

 become a tenant; 

 enter into a factoring agreement; 

 report any tenancy or factor related issues;  

 you rent a garage from us; or 

 when you apply to become a general member or join a customer involvement group.  

We also receive the following information from third parties: 

 benefits information, including awards of Housing Benefit/ Universal Credit 

 payments made by you via bank transfer, Allpay or any other method; 

 complaints or other communications regarding behaviour or other alleged breaches of the 
terms of your contract with us, including information obtained from Police Scotland; 

 reports as to the conduct or condition of your tenancy, including references from previous 
tenancies, and complaints of anti-social behaviour; and 

 information supplied by the local authority with regards to a homeless application. 
 

What Information do we hold about you? 

We collect, store and use the following information about you and your household: 

 name; 

 date of birth; 

 bank account details; 

 National Insurance number; 

 gender; 

 ethnicity, sexual orientation or 
religion – to monitor equal 

 benefit information; 

 telephone number(s); 

 email address; 

 photographs from events (if you 
don’t object to having your 
photograph taken); 
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opportunities (if you choose to tell 
us); 

 disability, medical or health 
information – for your personal plan 
if you live in sheltered housing or 
adaptations to your home; 

 complaints or enquiries from you or 
made on your behalf by MPs, 
councillors or others at your request; 

 payment records and affordability 
information; 

 Home insurance details and claims 
history; 

 record of repairs requested; 

 customer satisfaction surveys; 

 CCTV images and call recordings; 

 information about anti-social 
behaviour or other breaches of your 
tenancy; and 

 information relating to any legal 
cases for example rent arrears, 
disrepair claims and boundary 
disputes. 

 

How will we use information about you? 

We will only use your personal information when the law allows us to. Most commonly, we will use 
your personal information where it is necessary to: 

 to enter into or perform the contract (tenancy agreement or factoring agreement) we have 
entered into with you (e.g. repairing your property); 

 for our legitimate interests; and  

 to meet our legal obligations (e.g. health and safety responsibilities).  
 

There will be situations where we will seek your written consent such as when you ask us to 
provide you with digital inclusion support and financial wellbeing advice. 

We may also use your information in the following, less common circumstances: 

 to protect the vital interest of an individual (a life or death situation); and 

 to perform a specific task in the public interest. 

Our legitimate interests include: 

 analysing the information we collect so that we can administer, support and improve and 
develop our business and the services we offer; 

 to contact you for your views on our products and services; 

 adapting the way in which we communicate with you to meet your needs and preferences; 

 to provide you with or signpost you to additional support services; 

 to monitor and review equality of opportunity; 

 to promote our organisation and services; 

 to contact in order to notify you of any changes that may affect you; 

 manage payments for accounting purposes including issuing invoices;  

 ensure rent is affordable and up to date; 

 the prevention and detection of crime; and 

 facilitate any necessary legal proceedings and adhere to statutory regulations. 

 

If you do not wish to provide your personal data  

If you fail to provide us with certain information when requested we may be unable to enter into a 
tenancy agreement with you or administer the tenancy effectively and in some circumstance an 
occupant may not be able to exercise the right to succeed to the tenancy.  
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Automated Decision Making 

We do not take any decisions based solely on automated processing and we do not envisage this 
changing. 

 

Who might we share your information with?  

We sometimes need to share your personal information with third parties for the purposes set out 
in this notice or purposes approved by you. This includes our suppliers who provide a service to 
you, or who provide services on our behalf. The data shared is the specific information the supplier 
requires to carry out their task, as well as any information that ensure we fulfil our health and 
safety obligations to the people carrying out the task. 

These third parties include:  

 our maintenance contractors and suppliers, in order to undertake repairs, maintenance or 
improvement works;  

 payment card, direct debit and billing solutions; 

 insurance brokers;  

 utility companies, when updating tenancy details; 

 printing and mail distribution;  

 auditors, solicitors, banks; 

 third parties assisting in the compilation and analysis of the survey results if we are 
conducting a survey of our products or services; 

 Police Scotland, Local Authority departments, Scottish Fire & Rescue Service and others 
involved in any complaint we are investigating;  

 third parties assisting with debt recovery; and 

 any other third parties as necessary to comply with our legal and statutory obligations with 
third party organisation. 
 

How we manage your personal information 

We process your information in accordance with data protection principles. 

We will keep your personal details for no longer than necessary. Once the information is no longer 
required for the lawful purpose for which it was obtained it will be destroyed.  
 
We are committed to keeping your personal details up to date and ask that you inform us about 
any changes needed to ensure your details are accurate. 
 
We may ask you security questions to confirm your identity when you call us. This is to help us to 
protect the confidentiality of your personal information.  
 

Your rights and how to contact us 

The law gives you the following rights in relation to your personal information – the right to: 

 be informed about what we do with your personal information (which is why we have 
published this Customer Privacy Notice); 

 get a copy of the information we hold about you (this is known as a subject access request); 

 ask us to correct information that is incorrect; 

 stop us doing certain things with your information, for example when you think the information 
is incorrect; 
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 object to us using it for marketing; 

 get us to delete your information in certain circumstances; 

 get an electronic copy of your information so that you can send it to another company; 

 object to the personal data we hold on you; and 

 be informed of and object to any important decisions being taken about you automatically. 

If you have any questions about this privacy notice or you would like to exercise any of the above 
rights, please contact us on DataProtection@riverclydehomes.org.uk , 0800 013 2196 or write to 
us at 

Data Protection,  
River Clyde Homes,  
Roxburgh House,  
102-112 Roxburgh Street,  
Greenock,  
PA15 4JT  
 

We aim to resolve all queries or concerns internally but you do have the right to complain to the 
Information Commissioner’s Office at any time or to claim compensation, through the courts, if we 
misuse your information. 

The Information Commissioner’s Office – Scotland 
45 Melville Street, Edinburgh, EH3 7HL 
Telephone: 0131 244 9001 
Email: Scotland@ico.org.uk 
 
Changes to this Privacy Notice 

We keep this notice under regular review and will place any updates on our website; you will be 
notified of any major changes to this notice.  

 

 

 

 

 

 

 

 

 

 

 

 

mailto:DataProtection@riverclydehomes.org.uk
mailto:Scotland@ico.org.uk


River Clyde Homes – Data Protection Policy 

 
26/08/2019  Page 17 of 28 

Appendix 3 – Worker Privacy Notice 

 

Registered Office: Roxburgh House, 102-112 Roxburgh Street, Greenock, PA15 4JT 

 

Worker Privacy Notice 

River Clyde Homes is committed protecting the privacy and security of your personal information.  

As a data ‘controller’ we are responsible for deciding how we hold and use your personal 
information. This privacy notice explains how we will collect and use your personal information in 
the context of your engagement with us and your rights in relation to your personal information. 

This notice does not form part of your contract of employment or engagement with us. It applies to 
all our employees, workers, apprenticeships and consultants, regardless of length of service, and 
may be amended at any time. If any amendments are required in the future, we will notify you as is 
appropriate. 

 

Where does your personal information come from? 

River Clyde Homes collects information about you in several ways, which may include: 

 recruitment and selection processes including information obtained from agencies;  

 your identification documents you have given us; 

 background check conditional for your engagement with us; 
o PVG/Disclosure/DVLA checks relating to criminal convictions/ offences as 

appropriate; 

 medical professionals provide us with appropriate health information in order that we can 
manage any health-related situations that may have an impact on your ability to work with 
us; 

 professional bodies/ training providers may provide us with the following information: 
membership details/ training certificates; and  

 we also collect information from web browsing history, email exchanges, work mobile call 
records, call recordings (some landlines), access to our network, CCTV recording (external 
to our office premises and some of our neighbourhoods), however this information is not 
routinely monitored and is only examined if we have a reason to monitor this information.
  
  

What Information do we hold about you? 

River Clyde Homes controls and processes a range of information about you.  In this privacy notice 
‘your personal information/ data’ means information about you from which you can be identified.  It 
does not include data where your identity has been removed (anonymous data).  It is really important 
that your personal information that we hold and process is accurate and up to date.  Please keep 
us informed if your personal information changes during your engagement with us. 

This includes:  
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 your name, address, contact details (email address and telephone number), date of birth and 
gender; 

 the terms and conditions of your employment or engagement with us; 

 details of your qualifications, skills, experience and work history, including start and end dates 
with previous employers and workplaces; 

 information about your remuneration, including entitlement to benefits such as pay, pension 
and holidays; 

 details of your bank account and national insurance number; 

 information about your marital status, dependants and emergency contacts; 

 information about your nationality and entitlement to work in the UK; 

 information about any criminal convictions if relevant for your job; 

 details of your work pattern (days of work and working hours) and attendance at work; 

 details of any periods of leave taken by you, including but not limited to, holidays, sickness 
absence and family related leave; 

 details of any disciplinary or grievance procedures in which you have been involved, including 
any warnings issued to you and related correspondence; 

 assessments of your performance, including appraisals, performance reviews and ratings, 
performance improvement plans and related correspondence; 

 information about medical or health conditions, including if you have a disability for which the 
organisation needs to make reasonable adjustments; and 

 equal opportunities monitoring information about your ethnic origin, sexual orientation and 
religion or belief.  

The data we hold on you will be stored in your personnel file, on your record on the HR system, in 
payroll records and records held by your manager in accordance with River Clyde Homes’ retention 
policy. 

 

How will we use your information? 

As an organisation we will process data in accordance with the following legal grounds: 

Our Contract with you 

We need to process the data we hold on you in order that we can comply with our obligations with 
you under the contract we have with each other.  This includes: 

 the need to process your data to provide you with an appropriate contract;  
 to pay you in accordance with your employment contract; and  
 to administer your employment benefits. 

Legal Obligations 

We are required: 

 to check your right to work in the UK; 
 to deduct tax, National Insurance, and administer your pension;  
 to comply with health and safety laws; and  
 to enable you to take periods of leave to which you are entitled. 

We are also required to process special categories of personal data, such as information about 
health or medical conditions to carry out our employment law obligations, such as those in relation 
to any disability you may have or that arises. 

Legitimate Interests 
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We are also required to process your data in accordance with our, or your, legitimate interests which 
can occur, during and after our employment relationship which will allow us to:  

 run recruitment and promotion processes; 

 maintain accurate and up to date employment records, contact details, emergency contact 
details, and records of employee contractual or statutory rights; 

 operate and keep a record of disciplinary and grievance processes; 

 conduct proper business management and planning activities, including accounting or 

auditing; 

 plan for career development, succession planning and workforce planning; 

 obtain occupational health advice, ensuring that it complies with our duties in relation to 
individuals with disabilities, meet our obligations under health and safety law; 

 operate and keep a record of other leave you may take including maternity, paternity, 
adoption, parental and shared parental leave, to allow effective workforce management, to 
ensure that the organisation complies with duties in relation to leave entitlement, and to 
ensure that employees are receiving the pay or other benefits to which they are entitled; 

 operate and keep a record of absence management procedures, to allow workforce 
management and ensure that employees are receiving the pay or other benefits to which they 
are entitled; 

 ensure effective general HR and business administration; 

 provide references on request for current or past employees;  

 respond to, and defend against, legal claims; 

 monitor equality of opportunity and treatment; and 

 complete any regulatory checks and/or statutory check/ requirements in relation to your 
engagement with us. 
 

Processing Special Category Personal Data  

Special categories of information means information about your racial or ethnic origin; political 
opinions; religious or philosophical beliefs; trade union membership; health; sex life or sexual 
orientation; genetic data; or biometric data for the purposes of uniquely identifying you. 

There are specific legal conditions that must be met for processing this type of personal data and 
also for criminal convictions, offences or alleged offences data. 

We process this type of information based on the following reasons: 

 To exercise or perform employment law rights or obligation 
o Health information 
o Trade Union membership 

 

 For the assessment of the working capacity of employees 
o Health information  

 

 For the purposes of preventative or occupational medicine 
o Health information  

 

 For reasons of substantial public interest – to review equality of opportunity or treatment  
o Sexual Orientation/ Health information/ Racial or Ethnic Origin 

 

 For reasons of substantial public interest – statutory purposes/ regulatory requirements 
relating to unlawful acts and dishonesty /safeguarding of children and individuals at risk/ 
safeguarding of economic well-being of certain individuals 
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o criminal convictions, offences or alleged offences 
 

If you do not wish to provide your personal data  

You have obligations under your employment contract to provide River Clyde Homes with the 
necessary data.  In particular, you are required to report absences from work and may be required 
to provide information about disciplinary or other matters under the implied duty of good faith.  You 
may also have to provide the organisation with data in order to exercise your statutory rights, such 
as in relation to statutory leave entitlements.  Failing to provide the data may mean that you are 
unable to exercise your statutory rights 

Certain information, such as contact details, evidence of your right to work in the UK and payment 
details, have to be provided to enable the organisation to enter into a contract of employment with 
you.  If you do not provide other information, this will hinder the organisation’s ability to administer 
the rights and obligations, arising as a result of the employment relationship, efficiently. 

 

Automated Decision Making 

We do not take any employment related decisions based solely on automated processing and we 
do not envisage this changing.  

 

Who might we share your information with?  

We sometimes need to share your personal information with third parties. The data shared is the 
specific information that the third party requires to carry out their task. 

These third parties include:  

 previous employers and Disclosure Scotland for the purposes of pre-employment checks; 

 our service providers including ICT service providers; pension administrators and those 

involved in providing benefits in connection with your employment; 

 health professionals and occupational health providers involved in your care; 

 the public for reasons of business promotion; 

 solicitors as required to seek advice in relation to your contract of engagement and other 
associated policies and procedures; and 

 any other third parties as necessary to comply with your contract of engagement and our 
legal and statutory obligations with third party organisation, e.g. HMRC, HSE etc. 
 

Data Retention 

We will only retain your personal information for as long as necessary to fulfil the purposes for which 
we collected it, including to satisfy any legal, accounting or reporting requirements.  
We will retain all of your personal information during your engagement and for 5 years after 
termination to allow us to establish, exercise or defend legal claims, with the exception of the 
following: 

 We will delete out of date contact, emergency contact, and bank account details whenever 
you provide us with updated details.  

 We will retain current contact and bank account details during your engagement, and delete 
these when we have processed the final payment to you following the termination of your 
engagement. 

 We will retain current emergency contact details during your engagement, and delete these 
when your engagement terminates. 
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 We will retain payroll and wage records, salary and benefits details, including pension and 
bonus details during your engagement and until the later of: 

o 5 years after termination; or 
o 6 years from the financial year-end in which payments were made. 

 We will retain a copy of your driving licence during your engagement, if it is necessary for 
your job role, and then delete/destroy this when your engagement terminates. 

 

Your rights and how to contact us 

As a data subject, you have a number of rights, as follows: 

 to be informed of the personal data we hold on you; 

 to access and obtain a copy of all your personal data on request; 

 require the organisation to change incorrect or incomplete personal data; 

 require the organisation to delete or stop processing your personal data e.g. where the data 
is no longer necessary for the purposes; and object to the processing of your data where the 
organisation does not require to process it; 

 to personal data portability; 

 to object to the personal data we hold on you; and 

 to be informed of automated decisions made in relation to you. 

If you have any questions about this privacy notice or would like to exercise any of the above 
rights, please contact us on DataProtection@riverclydehomes.org.uk  

We aim to resolve all queries or concerns internally but you do have the right to complain to the 
Information Commissioner’s Office at any time or to claim compensation, through the courts, if we 
misuse your information.  

The Information Commissioner’s Office – Scotland 
45 Melville Street, Edinburgh, EH3 7HL 
Telephone: 0131 244 9001 
Email: Scotland@ico.org.uk 
 

 

 

 

 

 

 

 

 

 

 

 

mailto:DataProtection@riverclydehomes.org.uk
mailto:Scotland@ico.org.uk
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Appendix 4 – Data Protection Impact Assessment 

Data Protection Impact Assessment (DPIA) Template 

 
  

This template should be used to record your DPIA process and outcome. It follows the process set 

out in the ICO’s DPIA guidance, and should read alongside that guidance.   

  

Start to fill out the template at the beginning of any major project involving the use of personal 

data, or if you are making a significant change to an existing process. Integrate the final outcomes 

back into your project plan.  

 

 

Step 1: Identify the need for a DPIA 

 
Explain broadly what the project aims to achieve and what type of processing it involves. You 
may find it helpful to refer or link to other documents, such as a project proposal. Summarise 
why you identified the need for a DPIA. 
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Step 2: Describe the processing 

 
Describe the nature of the processing: how will you collect, use, store and delete data? What 
is the source of the data? Will you be sharing data with anyone? You might find it useful to refer 
to a flow diagram or another way of describing data flows. What types of processing identified as 
likely high risk are involved? 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Describe the scope of the processing: what is the nature of the data, and does it include 
special category or criminal offence data? How much data will you be collecting and using? How 
often? How long will you keep it? How many individuals are affected? What geographical area 
does it cover? 
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Describe the context of the processing: what is the nature of your relationship with the 
individuals? How much control will they have? Would they expect you to use their data in this 
way? Do they include children or other vulnerable groups? Are there prior concerns over this 
type of processing or security flaws? Is it novel in any way? What is the current state of 
technology in this area? Are there any current issues of public concern that you should factor in? 
Are you signed up to any approved code of conduct or certification scheme (once any have been 
approved)? 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Describe the purposes of the processing: what do you want to achieve? What is the intended 
effect on individuals? What are the benefits of the processing for you, and more broadly?   
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Step 3: Consultation process 

 
Consider how to consult with relevant stakeholders: describe when and how you will seek 
individuals’ views – or justify why it’s not appropriate to do so. Who else do you need to involve 
within your organisation? Do you need to ask your processors to assist? Do you plan to consult 
information security experts, or any other experts? 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Step 4: Assess necessity and proportionality 

 

Describe compliance and proportionality measures, in particular: what is your lawful basis 
for processing? Does the processing actually achieve your purpose? Is there another way to 
achieve the same outcome? How will you prevent function creep? How will you ensure data 
quality and data minimisation? What information will you give individuals? How will you help to 
support their rights? What measures do you take to ensure processors comply? How do you 
safeguard any international transfers?  
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Step 5: Identify and assess risks 

Describe the source of risk and nature of potential 
impact on individuals. Include associated compliance 
and corporate risks as necessary. 

Likelihood 
of harm 

Severity of 
harm 

Overall risk 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Remote, 
possible or 
probable  

Minimal, 
significant 
or severe  

Low, 
medium or 
high  
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Step 6: Identify measures to reduce risks 

Identify additional measures you could take to reduce or eliminate risks identified as 
medium or high risk in step 5.  
 

Risk Options to reduce or eliminate 
risk 

Effect on 
risk  

Residual 
risk  

Measure 
approved  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Eliminated, 
reduced or 
accepted  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Low, 
medium or 
high  

Yes/no  
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Step 7: Sign off and record outcomes 

Item  
 

Name/date  Notes  

Measures approved by:  
 
 
 
 
 
 

Integrate actions back into 
project plan, with date and 
responsibility for completion 
 

Residual risks approved by:  
 
 
 
 
 
 

If accepting any residual high 
risk, consult the ICO before 
going ahead 
 

DPO advice provided:  
 
 
 
 
 

DPO should advise on 
compliance, step 6 measures 
and whether processing can 
proceed 

Summary of DPO advice: 
 
 
 
 
 
 
 
 
 

DPO advice accepted or 
overruled by: 
 

 If overruled, you must explain 
your reasons 

Comments: 
 
 
 
 
 
 
 
 
 

This DPIA will be kept under 
review by: 

 The DPO should also review 
ongoing compliance with DPIA 

 


